


Moanucaro: Hukutuka Tatbsna CemenosHa

H NKUTUHa DN: cn=Hukurua TaTbsiHa CemerosHa, c=RU,

0=MYHULUNAJIbHOE ABTOHOMHOE
TaTbaHa  Lmmenmemee [Ipunoxenue K mpukasy
"UEHTP IETCKOro TBOPYECTBA",

CeMeHOBHa i ieSifmiite a soo ot 14 mapta 2023r.Ne 127
HosmTnka nHGOpMALMOHHOI 0e30aCHOCTH

MYHHIIUITAILHOTO aBTOHOMHOTO YUPEKACHHSI TOTIOJTHUTEIHLHOTO 00pazoBanust CypryTcKoro
paiiona «LleHTp AeTCKOro TBOpUECTBaY.

1. O01ue MoJI0sKeHH I

1.1. Hacrosimas Ilonmutuka wHpOpManmuoHHOW Oe30macHOCTH pa3paboTaHa B COOTBETCTBUU C
MTOJIOKEHUSAMM:

- Koncturynuu Poccniickoit denepanuu;

- @enepanpHoro 3akoHa ot 27 urossg 2006 1. N 149-®3 "O6 mndopmainuu, WHGOPMAIMOHHBIX
TEXHOJIOTHSX U 0 3amuTe nHpopmanmu';

- ®enepanbHOro 3akoHa OT 29 utoist 2004 r. N 98-d3 "O xomMepueckoit TaitHe";

- ®enepanpaoro 3akona ot 27 uroist 2006 r. N 152-@3 "O nepcoHaIbHBIX TaHHBIX'";

- Hamumonansnoro crangapra P® T'OCT P HNCO/MBK 27033-1-2011 "UndopmanuonHas
TexHoJorus. Meronpl U cpeiactBa obecrneueHus OesomacHocTH. besomacHocth ceteil. Yactp 1.
O0630p u KoHIENUUU", YTBEPKACHHOTO mIpukazom DenepanrbHOr0 areHTCTBa MO TEXHUYECKOMY
perynmupoBaHuio U Mmetpoiioruu ot 1 mexadbpst 2011 r. N 683-cr);

- OOIIEeNpU3HAHHBIX MPHUHIMIIOB © HOPM MEXKIYHApOJHOTO TMpaBa IMPH OCYIIECTBICHUU
JESTEIILHOCTH 110 00eCTICUeHUI0 HH(OPMAITMOHHON 0€30IMaCHOCTH.

1.2. [Monutuka nHGOpPMALIMOHHOW OE30MACHOCTH MPEACTABISAET COO0H COBOKYMHOCTH MOJIOKEHUH,
npaBwi, TpPeOOBAaHWMH W TPHHATHIX PENICHHWHA, ONPEICSIISIONIMX MOPSIOK  JOCTylma K
unpopmanmonusiM pecypcam MAVYJIO «JIT», ocHOBHbIE HampaBiICHHs U CIIOCOOBI 3aIUTHI
uHpopmaunu MAYJIO «I I T».

1.3. OcHoBHbIMHE 11eisIME [lomuTrku nHGOpMarmonHon 6e3onacHocTd MAY IO «LT» sBnsitores:
- obecrieueHre ympaBleHUsT U MOIACPXKH pykoBojacTBoM MAVYIIO «UAT» wmHpOpManuoHHON
0€30MacHOCTH B COOTBETCTBUU C TPEOOBAHUSAMHU 3aKOHOB U HOPM;

- 3ammTa CyOBeKTOB HMH(POPMAIMOHHBIX OTHOIICHHWH OT BO3MOXKHOTO HAHECEHUs UM
MaTepuaibHOro, (PU3MUECKOTO, MOPATLHOTO WM HHOTO yiepoa;

- obecrieyeHue 1eJI0CTHOCTU U KOH(PUAECHINATbHOCTH HHPOPMAIIHH;

- obecrnedyeHue coONMOIeHUsT TpeOOBaHUN 3aKOHOJATENbCTBA, PYKOBOISIIMX M HOPMATHBHBIX
JIOKYMEHTOB U 00111} TOJTUTUKU 0€3011aCHOCTH.

1.4. OcHoBHbiMU 3amadyamMu [lomutuku wuHbopMmanmonHoit OezomacHocth MAVYJIIO «IJAT»
SIBJISIFOTCSL:

- IOCTYITHOCTh 00pabaTeiBaeMoi HHPOPMALIUY;

- 3anuTa HHQOpMaIMK OT HECAaHKIIMOHMPOBAHHOTO JOCTYIA K HEH MOCTOPOHHUX JIUII, OT YTEUKH
M0 TEXHUYECKUM KaHallaM, OT CIelUUaJbHBIX BO3JIEHCTBUN Ha uWHPOpMaAIMI0O B Ienax €
OJIOKMPOBAHMS, YHUUTOKEHUS, UCKAKCHUS;

- KOHTPOJIb 1IETIOCTHOCTH M ayTEHTHYHOCTH (TIOATBEPKACHNUE aBTOPCTBA) UH(OpPMAIINH, XPAHUMOH,
oOpabaTeiBaeMoOil 1 iepenaBaeMon 1o kanaiaam cBszu MAY 1O « 1 T»;

- obecrieyeHUs KOH(PUACHIMATHHOCTH OINpEACNeHHOW 4YacTH HH(opManuu, XpaHUMOM,
obOpabaTeiBaeMoOil 1 epenaBaeMon 1o kanaiaam cBszu MAY 1O «1JIT»;

- OIICHKA PUCKOB MH(OPMAIMOHHON 0E30MaCHOCTH.

1.5. 3ammre mNOMIEKUT BCS NpPUHMMaeMas, IepenaBaeMasi, oOpalaTbiBaemass M XpaHUMas
uH(pOopMaIIUs colepKaias:

- CBEICHUS, COCTABJISIIONINE CIY>KEOHYI0O U KOMMEPUYECKYIO TaifHy, TOCTYIl K KOTOPBIM OTpaHUYeH
MAYJIO «JAT», kak coOCTBEHHMKOM WH(OpPMAIMU, B COOTBETCTBUU C TMOJOKEHUSIMHU
npenoctaBieHHbIME DenepanbHbiM 3akoHOM OT 27 wmronst 2006 r. N 149-d3 "O6 unbopmarmm,
WH(OPMAIIMOHHBIX TEXHOJIOTUAX U 0 3amuTe uHbopMaiuu" n deaepanbHBIM 3aKOHOM OT 29 Hrons
2004 r. N 98-®3 "O xomMmepueckoi TaiiHe";
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- TIEPCOHAJBHBIE JaHHbIE, JOCTYN K KOTOPBIM OIPAaHMYEH B COOTBETCTBUU C IOJIOXKECHUSMU
®enepanbHoro 3akoHa ot 27 utonsg 2006 r. N 152-03 "O nepcoHanbHBIX TaHHBIX";

- OTKPBITHIE CBEJICHUS, B YACTH 00eCTeyeHus JOCTYITHOCTH U I[EJIOCTHOCTH HHPOPMAIUH.

1.6. OcHOBHBIMU CcTIOCOOaMHM 3alIUTHI HH(OpMAMOHHBIX pecypcoB MAY 1O «LIAT» sBnstoTcs:

- OIICHKA PUCKOB CETeBOM 0€30IacHOCTH;

- MOHUTOPHUHT HH(POPMAITMOHHON 6€3011aCHOCTH;

- CUCTEMHBIN ay/IuT;

- aHTUBUPYCHBIN KOHTPOJIb;

- aHAJIU3 UHIUJICHTOB.

1.7. OCHOBHBIMH Cpe/ICTBaMH 3alIUThl HHPOopMaMOHHBIX pecypcoB MAY JIO «IJIT» sBisroTcs:

- kpunrorpaduueckue cpeacrsa: Kpunrollpo 4-5 Bepcust, 31eKTpoHHO-IM(POBAs MOAIHUCE,

- cpelicTBa KOHTPOJIs coObITHIT Oe3omacHocTU: aHTUBUpPYC Kacnepckoro;

- cpeAcTBa 00ecreYeHus: 1 KOHTPOJIS LEIOCTHOCTH MPOTrPAaMMHBIX U HH(POPMAITMOHHBIX PECYPCOB:
pe3epBHbIE KOITUH, 3JIEKTPOHHO-IU(POBast MOAMKCH;

- CpPEICTBa pa3rpaHUYEHMs JOCTYyIa K pecypcaM aBTOMATU3MPOBAaHHOW CHCTEMBI: BXOJ IO NApOJII0
WM TUYHOMY UHACTU(PUKAITIOHHOMY HOMEPY;

- CpeACTBa WACHTHU(HUKAIMM U AayTEHTHU(HUKAIMHU TOJIH30BATENCH: AJIEKTPOHHBIC KIIOYM B BHJIE
USB-10KeHOB;

- TEXHHYECKHE CPEJICTBA 3alIUTHI: TIOMEIICHUS C KOMIBIOTEpaMH, KaOelbHbIe CUCTEMBI C Y4ETOM
TpeOOBaHUI OrpaHUYECHHSI JOCTyIa K HEH.

1.8. IMonmutuka nHGOpMaMOHHOM Oe30macHOCTH yTBepxkaaeTes qupekropom MAY IO «IAT» u
JIOBOJUTCS J10 CBEJICHUS BCEX PAOOTHUKOB YUPEKICHUSI.

1.9. OcHOBHBIC TTOJIOKEHUS U TpeOoBanwusl HacTosmel [lomuTukn nHGOPMAITMOHHON 6€301acHOCTH
pacupocTpaHsoTCs Ha Bce CTpyKTypHble noapasaenenuss MAY 1O « 1 T».

2. Cy0beKThI NPABOOTHOLIEHUI, CBA3aHHBIX C MCNI0JIb30BAHUEM HHGOPMAIIUK U
o0ecreyeHueM ee 0e30NMaACHOCTH

2.1. K cyOBbexTaM MpaBOOTHOIIEHH, CBA3aHHBIX C MUCIOIB30BaHUEM HH()OPMAIIMOHHBIX PECYPCOB
MAYJIO «IAT» u obecrneyeHnem ux O0e30MacHOCTH (fanee - CYOBEKThl MPABOOTHOLICHHIA)
OTHOCSITCSL:

- MAYJIO «IIJIT», kak cOOCTBEHHUK MH(POPMALMOHHBIX PECYPCOB;

- paborauku MAVY]JIO «AT», KaKk ToJIb30BaTen HWHGOpMAIMeil B COOTBETCTBHU C
BO3JIO’KEHHBIMU HA HUX TPYAOBBIMH 00S3aHHOCTSIMH;

- noapasnenenus MAVIO «AT» , obecrneunBaroniye >KCIUTyaTallMi0 HH(MOPMAIIMOHHBIX
pECYpCOB;

- UHBIE ToNb30BaTenu (¢pu3nueckue U IOpUAMYECKHE JHIa), HHQOpMamus O KOTOPBIX
oOpabateiBaetcs, HakarmuBaeTcs u xpanurcs B MAY IO «IJIT» (nanee - monp3oBaTenu).

2.2. Jloctyn k nHpopMannoHHBIM pecypcam MAY IO «IIT» umerot criemyronme pabOTHUKY:
-IUPEKTOP;

-3aMECTUTENb IUPEKTOPA;

-METOJIUCT;

-TIeJaror JOMOJIHUTEILHOTO0 00pa30BaHus;

-CUCTEMHBIH aIMUHUCTPATOP;

-CTIELUAJINCT I10 MEPCOHANY;

-JI€JI0NIPOU3BOIUTEND.

VYpoens goctyna k uHpopManuoHHbIM pecypcam MAVYV]JIO «IAT» ompenensieTcss aisi Kaxaoro
pabOTHHKA MHIUBUAYAIBLHO C COOIOCHUEM CIIeIyIOIUX TpeOOBaHuI:

- KXl pabOTHUK MMEET JIOCTYN TOJBKO K TOW WMH(OpMaIuu, KOTopas HEOOXOoauMa eMy s
BBITOJIHEHUS! TOJDKHOCTHBIX O0sI3aHHOCTEH;

- xoH(umeHmmanbHas W OTKpeITass wHbopmarmss MAVJIO «IJIT» pasmemaercs Ha pa3HBIX
cepBepax;
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- HEMOCPEICTBEHHBIM pPYKOBOAWUTENh pPAOOTHHKA HMEET MpaBO Ha MPOCMOTP HHGMOpMAIHH,
UCTIOJIb3yeMON PaOOTHUKOM.

Bce paboTHUKM NOMKHBI OBITh O3HAKOMIIEHBI MEPCOHATIBHO TOJ] POCHUCH C OpraHU3alMOHHO-
pacropsAUTENbHBIME JTOKYMEHTaMHU T10 3aliuTe WH(POpPMAlNH, JODKHBI 3HATh U HEYKOCHUTEIHHO
BBITNOJIHATH TEXHOJIOTMYECKUE UHCTPYKIIUU U O0IIME 005S3aHHOCTH MO 00ecreueHnto 0e30nacHOCTH
uHpOpMaLnH.

Kaxnpiii paGoTHHUK mpu mpHeMe Ha paboTy MOMAMUCHIBATH 00S3aTENLCTBO O COOJIOCHUN
TpeOOBaHUN TO COXpaHEHHIO KOH(UICHIMATbHON HH(OpPMAIMK M OTBETCTBEHHOCTH 3a HX
HapyIICHHE, a TAK)KE O BBIIIOJIHEHUH MPaBUIl paboThl ¢ HH(OpMaLIUEH.

Bce pabotauku, nomymieHHbie K padote ¢ nHdopmanreit MAY IO «IIT» HecyT nepcoHaIbHYIO
OTBETCTBEHHOCTb 3a HapYyILIEHUE IIPABUJ €€ UCII0JIb30BAHUS, IEPEAUN, XPAHEHUS, a TAKKE
TpeOOBaHUI MO COXPAHEHUIO KOH(MUICHIIMATBEHOW HH(OPMALIUH.

2.5. Joctyn k uapopmarmonHbM pecypcam MAY JIO «IIT» uMerot cieayronue mojib30BaTeiu:
pabotauku MAY 1O «I1JIT».

Jlo mpepocraBieHus 10ocTyna kK uHPopMauoHHbM pecypcam MAY]JIO «IIT» nons3oBarenu
JOJKHBI OBITH O3HAKOMJICHBI C MEpedYHeM KOH(HIEeHIMANbHONH HWH(OpPMAlUd U CBOUM YpPOBHEM
IIOJIHOMOYMM, a TakKe OpraHU3allMOHHO-PACIOPSAAUTEILHOM, HOPMATHUBHOM, TEXHUYECKOM H
9KCILTyaTallMOHHON OKYMEHTAaIuel, ompeenstomneil TpeboBaHuss U MOPSAOK 00pabOTKU Takoi
uHpOpMaLUH.

[Tonb3oBarenu, gonyiieHHbIe K padoTe ¢ nHpopmannoHHsiMU pecypcamu MAY 1O « I T», HecyT
OTBETCTBEHHOCTb 3a HApyILIEHUE NPaBUJ €€ HCIIOJIb30BaHMsI, IEpeJauyd, XPAaHEHHs, a TaKKe
TpeOOBaHUIl MO COXPaHEHUIO KOH(DUICHIINATBFHOU HH(OPMALIUH.

3. Yrpo3sl 6e3onacHOCTH HH(POPMALIMH M MX HCTOYHHUKH

3.1. Yrpo3sl 6e3omacHoctd uH(OpManuu, ¢ KoTopeiMu crankuaercs MAYJIO «JAT», moryr
OBITH CBSI3aHBI C MPOOICMAMH:

- HeCAaHKLIMOHUPOBAHHOTO JOCTyNa K HH(pOpMAIIH,

- HECAHKIIMOHMPOBAHHOMW Tiepe1ayn HH(POpPMAIIHH,

- BHECEHUS BPEIOHOCHOI MporpamMmbl, 0TKa3a OT ¢akTa IprueMa Wil UCTOYHUKA HH(POpMaInH,

- 0TKa3a B 00CIYXMBaHUU U HEJOCTYITHOCTH MH(POPMAIIUH WU YCIIYT.

3.2. Yka3zaHHbBIE YIPO3bI MOT'YT OBITh CBSI3aHBI C YTPATOM:

- KOH(UJEHIMAIbHOCTH HH(OpMaLMKM W TporpamMmbl (B CETSIX M CHCTEMAaxX, COEIWHEHHBIX C
CEeTSIMHU);

- L€JIOCTHOCTH MH(OPMaLIMU U IPOTrpamMMBbl (B CETAX M CUCTEMaX, COEIMHEHHBIX C CETAMU);

- IOCTYITHOCTH UH(OpPMAIMH U CETEBBIX YCIYT (U CUCTEM, COEIMHEHHBIX C CETSIMHU);

- HEOTKa3yeMOCTH CETEBBIX TPaH3aKIMH (0053aTEIbCTB);

- IOJJOTYETHOCTH CETEBBIX TPAH3AKIUM;

- [OAJMHHOCTH UHpopManmuu (a TakXKe AayTeHTMYHOCTH CEeTEeBBIX IIOJb30BaTelied U
aJIMHUHHUCTPATOPOB);

- TOCTOBEPHOCTH MH(POPMAIIK U IPOrPaMMBI (B CETSAX U CUCTEMAaX, COEUHEHHBIX C CETAMU);

- CIOCOOHOCTH KOHTPOJIMPOBATh HECAHKIIMOHUPOBAHHOE MCIOIb30BAHUE U IKCILTYaTaLMIO CETEBBIX
pecypcoB, BKJIOYasi OCYIIECTBIEHUE KOHTPOJI B KOHTEKCTE TOJUTUKU O€30MaCHOCTH OpraHU3aluu
(HampuMmep, Mpojiaxka MOJOCHI MPOIMYCKAaHUS WM HUCHOJIB30BAaHUE IMOJIOCHI TMPOMYCKAHUS ISt
COOCTBEHHOM BBITO/IbI) U BBINOJHEHUE 00S3aTENbLCTB B OTHOUIEHHM 3aKOHOJATENbCTBA U
npeInucaHuil (HampuMep, B OTHOIIEHUH XPAHEHUS JETCKOM MmopHOTpadun);

- CIMOCOOHOCTH KOHTPOJIMPOBATH 3JI0YMOTPEOIeHNE CAHKITMOHUPOBAHHBIM JJOCTYIIOM.

3.3. OCHOBHBIMHM HCTOYHMKAMHU YIpo3 0€30MacHOCTH MH(MOPMALUH SBISIOTCS: 3JI0YMBIIIJICHHUKH,
XaKephbl, CHEIHATU3UPOBAHHbIE KHUOEPIOApa3/IeNeHns, HCIOoNb3ylolue Ir0ble KudepcpeacTsa,
9TOOBl MPOOUTH 3alIUTy M TPOHUKHYTH B 0a3bl JJAaHHBIX, COJAEpXKAllie HEeOOXOIUMYIO
uHpopmanuio. Haxonst yskue mecta W omuOku B paboTe MPOrpaMMHOro oOecnedeHHus, OHU
MOJTy4al0T HECAHKIIMOHUPOBAHHYIO BO3MOKHOCTh TIOJYYEHHS TaHHBIX U3 HHGOPMAIMOHHBIX 0a3.



4. OueHka pUCKOB ceTeBOi 0€301MaCHOCTH

4.1. Insg uaeHTUGUKAIIMN U TTOATBEPXKICHUS TEXHUUECKUX MEP U CPEACTB KOHTPOJIS U YIPABICHUS
o6e3zonacHocTeio uHpopmaiuu B MAVY]JIO «IJIT» mnpoBomuTcs oOleHKa pUCKa CETEBOM
0€30MacHOCTH.

J171st 3TOr0 TOJIKHBI OBITH BHIMIOIHEHBI CIICAYIONINE OCHOBHBIE JCHCTBHUS:

- ONpeeNICHHE CTENEHN 3HAYUMOCTH HH(POPMAIINH, BRIPAXKEHHON C TOUKH 3pEHUS OTEHIIUATBHOTO
HEOJIaronpusATHOTO BO3ACHCTBUSA Ha OCHOBHYIO jAesatenbHOCTh MAVJIO «IJAT», B ciaydae
BO3HUKHOBEHHUSI HEXKEIATEIbHBIX UHIIUCHTOB;

- uACHTH(HKAIMSA M OICHKA BEPOATHOCTH WJIM YPOBHEH yrpo3, HAIMpPABICHHBIX TPOTHB
uHpopmanuu;

- WACHTU(UKAIUS U OIEHKA CTENEHH CEPhe3HOCTH WJIM YPOBHS YS3BUMOCTEH (ClIalObIX MeCT),
KOTOPBIE MOTJIM ObI OBITh UCIIOJIB30BAHbI UIEHTU(DUIIUPOBAHHBIMU YTPO3AMH;

- OLIEHKA BEJIMYMHBI PUCKOB, OCHOBBIBAIOIIMXCS HA ONPEIEIEHHBIX MOCIEACTBUIX TOTEHIIMAIBHOTO
HeOJIaronpusaATHOTO BO3IeHCTBHS Ha onepaiuu nesareabHocTd MAY IO «IIJIT» u ypoBHSX yrpo3 u
yS3BUMOCTEW;

- UICHTU(UKAIMSA aCIEKTOB CIEIHATU3UPOBAHHON apXHUTEKTYPbI/IPOEKTa OE30MacHOCTH U
OTIpaB/JaHHBIX MOTEHIHATBHBIX 00JacTel NeHCTBUS MEp M CPEACTB KOHTPOJIS W YIPaBICHHS
0€30MacHOCThIO, HEOOXOAUMBIX Ui 00€CIeYeHHs] TOTO, YTOObI OIEHEHHbIE PUCKH OCTABAIUCH B
JOIYCTUMBIX Npeeax.

5. MouutopuHr uHGopMauMOHHOKH 0€30MACHOCTH

5.1. MoHuUTOpUHT pabOTOCIIOCOOHOCTH aIMapaTHbIX KOMIIOHEHTOB aBTOMAaTH3WPOBAHHBIX CHUCTEM,
oOpabarbIBarOIIMX HMHGOPMALIHMIO, OCYHIECTBISETCS B IPOLECCe MX aJIMUHMCTPUPOBAHUS U IPHU
NPOBEICHUH PabOT MO TEXHUIECKOMY OOCITY>KUBAaHUIO O0OPYIOBAHHS.

HauOonee cyiiecTBeHHbIE KOMIOHEHTBI CHUCTEMbI, MMEIOILIME BCTPOEHHBIE CPEJCTBA KOHTPOJISA
paboTococoOHOCTH (CepBepbl, aKTUBHOE CETEBOE 00OpYHOBaHME), JOKHBI KOHTPOIHUPOBATHCS
HOCTOSIHHO B paMKax paboThl aIMUHUCTPATOPOB COOTBETCTBYIOIUX CUCTEM.

5.2. MOHMTOpPUHI NapOJIbHOM 3alUThl M KOHTPOJb HAJEKHOCTH I10JIb30BATEIbCKUX IapoJiel
peaycMaTpUBAIOT:

- YCTaHOBJICHHE CPOKOB JIEHCTBUS MapoJieit;

- MEepPUOAMYECKYIO, HE PEXe OJHOro pas3a B KBapTaj, NPOBEPKY IO0JIb30BATEIbCKUX Mapojield Ha
KOJIMYECTBO CHMBOJIOB M OYEBHIHOCTb C II€JIbIO BBISBICHHS CIAObIX Maposei, KOTOpbIe JETrKOo
yrajate Wid JAemu@poBaTe C TOMOIIBIO  CHEIHATU3UPOBAHHBIX MPOTPAMMHBIX CPEJICTB
(B3TTOMIIIMKOB TIapoJieii).

5.3. MOHUTOPHUHT LEIOCTHOCTH MPOTrPAMMHOT0 00€CIIeUeHHs BKIIIOYAET CIIEAYIOIINE AeHCTBUS:

- IPOBEPKA KOHTPOJIBHBIX CYMM U IIU(PPOBBIX MOJANMUCEN KaTAIOT0B U (aiiioB cepTUPUIIMPOBAHHBIX
IPOTPaMMHBIX CPE/ICTB IPU 3arpy3Ke onepariMoHHON CUCTEMBI;

- oOHapyx)eHue qy0IuKaToB UIECHTU(DUKATOPOB MOJIH30BATENICH;

- BOCCTAaHOBJICHHE CCTEMHBIX (DaiijIOB aIMUHUCTPATOPAMH CUCTEM C PE3EPBHBIX KOIUA.

5.4. MOHUTOPUHT MOMNBITOK HECAHKIIMOHUPOBAHHOTO JOCTYIA OCYIIECTBISETCS C UCIIOIB30BaHUEM
CpPEZCTB ONEPALMOHHOMN CUCTEMBI U CHIEUATbHBIX IPOTPAMMHBIX CPEJICTB U IIPEyCMaTPUBAET:

- (pukcanyro HeyAauHBIX MOMBITOK BXO/A B CUCTEMY B CUCTEMHOM KypHaJle;

- IPOTOKOJIMPOBaHUE PabOTHI CETEBBIX CEPBHUCOB,;

- BBIABJIEHHE (DAKTOB CKaHUPOBAHUS OMNPEJECICHHOTO JHarna3oHa CETEBbIX IMOPTOB B KOPOTKHE
IPOMEXYTKH BPEMEHM C IIeJIbI0 OOHApY>KEHHsI CETEeBhIX aHAJIM3aTOPOB, M3YYAIOUIMX CHUCTEMY H
BBISBJISIFOIINX €€ YSA3BUMOCTH.

5.5. MOHHTOPUHT TPOU3BOJUTEIHLHOCTH ABTOMATH3UPOBAHHBIX CHCTEM, OOpadaThIBAIOIINX
nH(pOpMaLIKIO, TPOU3BOJUTCS 110 OOpAILIEHUSM MOJIb30BaTeNIel B X0/1€ aIMUHUCTPUPOBAHUS CUCTEM
U TpOBEACHUS MNPOPUIAKTUYECKUX PAOOT Ul BBISBJICHUS IONBITOK HECAHKIMOHUPOBAHHOTO
JOCTYTa, MOBJIEKIINUX CYIIECTBEHHOE YMEHBIIIEHHE TPOU3BOIUTEIILHOCTH CUCTEM.
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6. CucremMHbIi ayauT

6.1. CucTeMHBIi ayJUT MIPOU3BOIUTCS €KEKBAPTAIBHO U B 0COOBIX CUTYaIUSX.

6.2. CUCTeMHBII ayAuT BKIIIOYAeT MpOBeAeHHE 0030pOB 0€30MacCHOCTH, TECTUPOBAHUE CHCTEMBI,
KOHTPOJIb BHECEHHSI U3MEHEHHI B CUCTEMHOE IIPOTrpaMMHOE 00ecTIedeHuE.

6.3. O630pbI 0€30MaCHOCTH MPOBOASATCS C II€JIbI0 MPOBEPKH COOTBETCTBUS TEKYILErO COCTOSHUS
cucteM, 00pabaTHIBAIOIIMX MMEPCOHANBHBIC JaHHbBIC, YPOBHIO OE30MaCHOCTH, YAOBJIETBOPSIOLUIEMY
TpeOOBaHUSAM MOJUTHKU 0€30M1aCHOCTH.

6.4. O630pbI 6€30MaCHOCTH JOJKHBI BKITIOYATh:

- OTYeTHl 0 0€30MaCHOCTH MOJIB30BATEIHCKHX PECYpPCOB, BKIIOYAIONIUE HATHMYHUE MOBTOPSIOMIUXCS
MOJIb30BATENbCKUX HMMEH W HUIACHTU(PUKATOPOB, HEMPAaBWIBHBIX (POPMATOB PETUCTPALMOHHBIX
3anuceil, moib3oBarenel 0e3 Mmapois, HEMpPaBWIBHOW YCTAaHOBKH JOMAIIHHUX KaTajJoroB
M0JIb30BAaTeNeH U ySI3BUMOCTEH MOJIb30BATEILCKUX OKPY>KEHUM;

- IPOBEPKY COAEP>KUMOTO (paiiiioB KOHPHUTypauy Ha COOTBETCTBUE CIIUCKY JUIS TPOBEPKH;

- oOHapy>KeHHuEe M3MEHEHUN CUCTeMHBIX (DaiijloB cO BpeMEHH IMPOBEIEHUS MOCIEAHEH MPOBEPKU
(KOHTPOJITb TIEIIOCTHOCTH CUCTEMHBIX (hailyioB);

- MPOBEPKY MPaB JIOCTYyIA U IPYTUX aTpHOYTOB CUCTEMHBIX (DaiyIoB (KOMaH/, YTHIUT B Ta0JIHII);

- TPOBEPKY MPaBHILHOCTH HACTPONKM MEXAaHHW3MOB ayTEHTHU(HUKAIMH W aBTOPU3AIUH CETEBBIX
CEPBHCOB;

- TIPOBEPKY KOPPEKTHOCTH KOH(PHUTYpaIlMH CUCTEMHBIX U aKTUBHBIX CETEBBIX YCTPOMCTB (MOCTOB,
MapIIpyTU3aTOPOB, KOHIIEHTPATOPOB U CETEBBIX IKPAHOB).

6.5. AKTUBHOE TECTHPOBAaHWE HAJICKHOCTH MEXaHW3MOB KOHTPOJISI IOCTYIIA MPOU3BOAUTCS IyTEM
OCYIIECTBIICHUSI TIOMBITOK IPOHUKHOBEHHS B CHUCTeMY (C TMOMOIIBIO aBTOMATHYECKOTO
WHCTPYMEHTAPHS UM BPYIHYIO).

6.6. [laccuBHOE TECTUPOBAHUE MEXAHU3MOB KOHTPOJIS JOCTYMa OCYIIECTBIISIECTCS MyTEeM aHallnu3a
KOH(HUTyparMoOHHBIX (HailIOB CHCTEMBI.

Wudopmarnivs 00 U3BECTHBIX YSI3BUMOCTSIX U3BJIEKAETCS U3 JOKYMEHTAI[MH U BHEITHUX UCTOYHUKOB,
3aTeM OCYIIECTBIIICTCS MpPOBEpPKa KOH(PHUTYpalMd CUCTEMBI C IENBI0 BBISBICHUS ONACHBIX
COCTOSTHUM CHCTEMBI, T.€. TaKUX COCTOSIHHM, B KOTOPBIX MOTYT MpPOSBIATH ceOsl M3BECTHBIC
ysSI3BUMOCTH. Ecnu cuctemMa HaxOOUTCS B OMACHOM COCTOSIHMM, TO C IIE€TbI0 HEHUTpalu3anuu
ySI3BUMOCTEH HE0O0X0AUMO JIMOO M3MEHUTh KOH(UTYpALMIO CUCTEMBbI (U1 JIMKBUIALUH YCIOBUH
NPOSIBJIICHUS YSI3BUMOCTH), JINOO YCTAHOBUTH MPOrPAMMHBIE KOPPEKIIHH, JINOO YCTAHOBUTH JIPYyTHe
BEPCUU TPOrpaMM, B KOTOPHIX JlaHHAas YA3BUMOCTb OTCYTCTBYET, JHOO OTKa3aThCsl OT
UCTIOJIB30BaHUSI CHCTEMHOTO CEPBHCA, CO/ICPIKAIIETO JAHHYIO YSI3BUMOCTb.

6.7. BHeceHue W3MEHEHMH B CHCTEMHOE MPOrpaMMHOE O0O0ecHeueHHe OCYILECTBIISETCS
aJIMAHUCTPATOPaMH CHUCTEM, OOpadaTHIBAIOMIMX TEPCOHANBHBIE JaHHBIE, C O00s3aTEIbHBIM
JOKYMEHTHPOBAaHHEM M3MEHEHHH B COOTBETCTBYIOIEM IKYpHAje, YBEJOMJIEHHEM KaKIOro
COTPYJIHHUKA, KOTOPOrO KacaeTcsi H3MEHEeHHue, pa3paboTKOl IJIaHOB JEHCTBUII B aBapUIHBIX
CUTYalMsX Ul BOCCTAHOBJIEHUS pab0OTOCIIOCOOHOCTH CHCTEMBI, €CIIM BHECEHHOE B HEE U3MEHEHHE
BBIBEJIO €€ U3 CTPOSI.

7. AHTUBHUPYCHBIN KOHTPOJIb

7.1. Jlna 3ammThl cepBEpOB W PabOYMX CTAHIMN HEOOXOJAMMO HCIIOJIh30BaTh AHTHBUPYCHBIE
MpOrpaMMBI:

- PE3UIEHTHBIE AHTUBUPYCHBIE MOHHUTOPBI, KOHTPOJUPYIOIIHNE TOJ03PUTEIBHBIC JICUCTBUS
porpamm;

- YTUJIMTHI JUIsl OOHAPYKEHUSI M aHAJIM3a HOBBIX BUPYCOB.

7.2. K UCHOJIb30BAaHUIO JIOMYCKAIOTCS TOJIBKO JIMIIEH3MOHHBIE CPEJICTBA 3aLIUTHI OT BPEIOHOCHBIX
porpaMM W BHUPYCOB WM CEePTHU(GUIMPOBAHHBIE CBOOOHO PaCHpOCTpaHsSEMble AHTHBHPYCHBIC
CpEICTBa.

7.3. Ilpu momo3peHWM Ha HAIWMYUE HE BBIABJICHHBIX YCTAHOBJICHHBIMU CPEJICTBAMH 3alllUThHI
3apaXeHHi cieayeT ucnonb3obarh Live CD ¢ qpyruMu aHTUBUPYCHBIMH CPEJICTBAMHU.
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7.4. YcTaHOBKA M HACTPOWKA CPECTB 3aIIUTHI OT BPEJOHOCHBIX MPOTPaMM M BUPYCOB Ha pabovmx
CTaHIMSIX M CEePBEPAaX aBTOMATHU3MPOBAHHBIX CHUCTEM, 00pabaThIBAIONINX NEPCOHAIBHBIC TaHHbBIE,
OCYIIIECTBIISICTCS aIMUHUCTPATOPAMU COOTBETCTBYIOIIMX CHCTEM B COOTBETCTBUU C PYKOBOJCTBAMU
10 YCTAaHOBKE MPUOOPETEHHBIX CPEIICTB 3aIUTHI.

7.5. YcranaBiauBaeMoe (M3MEHIEMOE) MPOrpaMMHOE 00€CTIeueHHuEe TOJDKHO OBITh MPEABAPUTEIHHO
IIPOBEPEHO AMUHUCTPATOPOM CUCTEMBI Ha OTCYTCTBUE BPEIOHOCHBIX ITPOIPaMM U KOMITBIOTEPHBIX
BUpYycoB. HemocpeacTBeHHO Mocie yCTaHOBKU (M3MEHEHHMsI) IporpaMMHOro odecnieueHus padoueit
CTaHLIMU JIOJKHA OBITH BHITIOJHEHA AaHTUBUPYCHAS IPOBEPKA.

7.6. 3anmyck aHTHBHPYCHBIX MPOTpaMM JIOJDKEH OCYIIECTBISTHCS aBTOMATUYECKU MO 33JaHHUIO,
LEHTPaIN30BaHHO CO3JJaHHOMY C HCIIOJb30BAaHUEM IUIAHUPOBIIUKA 3a/1a4 (BXOASIIUM B IOCTaBKY
OIIEpAllMOHHOM CHUCTEMBI JIMOO IIOCTABISIEMBIM BMECTE C AHTUBUPYCHBIMU IPOTpaMMaMH).

7.7. AHTUBHpPYCHBIM KOHTPOJb pabOYMX CTAaHIMHA JIOJDKEH TMPOBOJMTHCS E€XKEIHCBHO B
ABTOMATUYECKOM pexxkume. Ecnm mpoBepka Bcex (aiijioB Ha JUCKAaX pabdOYMX CTAHIMKA 3aHUMAET
HENpUeMJIeMO OOJIbIIOE BPEMsl, TO JOIYCKAaeTCsl MPOBOAUTH BHIOOPOUHYIO MPOBEPKY 3arpy30UHBIX
o0iacTeil TUCKOB, ONEPATUBHOW MaMITH, KPUTUYECKH BaXKHBIX HWHCTALUTUPOBAHHBIX (HailiioB
OTIEpPAI[MOHHON CHCTEMBI U 3arpyxaemblX (ailjioB MO CEeTH WU C BHEIIHUX HOcUTened. B stom
cllydae IOJHasi IPOBEpKa JOJDKHA OCYLIECTBIISITBCS HE PEKE OJHOIO pa3a B HENENI0 B IEPUOJ]
HEaKTUBHOCTH TMoJib3oBareis. [lonb3oBarensiM peKOMEHAYeTCsl OCYIIECTBISATh MOJTHYI0 IMPOBEPKY
BO BpeMms InepeppiBa Ha o0ej ImyreM IepeBoja pabodell CTaHUMU B COOTBETCTBYIOLIUI
ABTOMATUYECKUH PeKUM (PYHKIIMOHUPOBAHUS B 3aIEPTOM MTOMEILICHUH.

7.8. O0s13aTeTbHOMY AHTUBHUPYCHOMY KOHTPOJIO TOJJICKUT JTr00ast wHPopMaIus (HCIIOTHICMbIE
daiinbl, TekcToBble (aiinbl MH00BIX (opMaToB, ¢ailsibl TaHHBIX), MOJydaeMasi MOJIb30BaTEIEM 10
CeTH WJIM 3arpy)kaeMasi Co ChbeMHBIX HOCUTENEH (MarHUTHBIX JUCKOB, ONTUYECKUX IHCKOB, (priermi-
HakonuTenel u T. n.). KonTponb uHpopMaIim J0KeH TPOBOAUTHCS AaHTUBUPYCHBIMH CPECTBAMU
B IIpOLECCE WM cpa3y Ioclie €€ 3arpy3ku Ha paOouylo CTaHLMIO Mosb3oBarens. daiinisl,
MOMEI[aeMble B  JJCKTPOHHBIM apXuB, JODKHBI B 00S3aTEIbHOM TMOPSAKE MPOXOIUTh
AQHTUBHUPYCHBIM KOHTPOJIb.

7.9. YcranaBnuBaemoe (M3MEHsIEMOE) Ha CEpBepbl MPOrpaMMHOE OOEcIeueHUe OJKHO OBITh
IIPEJIBAPUTENBLHO MIPOBEPEHO aJAMUHUCTPATOPOM CHCTEMbI HAa OTCYTCTBHE KOMIIBIOTEPHBIX BUPYCOB
U BPEIOHOCHBIX MporpaMM. HemocpencTBeHHO moOcie YCTaHOBKH (M3MEHEHHs) MPOrpaMMHOTO
oOecrnieueHus cepBepa J0HKHA ObITh BBIIOJIHEHA aHTUBUPYCHAs IPOBEPKA.

7.10. Ha cepBepax cuctem, 00pabaThIBAIONINX MEPCOHANBHBIE JaHHBIE, HEOOXOIUMO MPUMEHSITH
CIeIHaIbHOE AaHTUBUPYCHOE NMPOrpaMMHOE 00ecrieueHre, TT03BOJISIOLIEE:

- OCYIIECTBIIATH aHTUBUPYCHYIO MPOBEPKY (haiijIOB B MOMEHT MOMBITKY 3amucH (aiina Ha cepBep;

- IPOBEPSATH KaTaJOru U (haidiibl MO PaCIMCAHUIO C YYETOM Harpy3ku Ha cepBep.

7.11. Ha cepBepax dMeKTPOHHOW MOYTH HEOOXOAMMO MPUMEHSATh AHTUBHUPYCHOE MPOTPAMMHOE
oOecrnieueHre, oOecreunBarolee NPOBEPKY BCEX BXOAIIUX coolmieHnid. B ciydae ecnu npoBepka
BXOJISILIEro COOOIIEHNUs Ha IOYTOBOM CepBepe MoKa3aia HaJInYMe B HEM BHpYyca WIN BPEIOHOCHOTO
KOJa, OTIIPaBKa JaHHOT'O COOOIIEHMSI JOKHA Ol0KUpoBaThes. 1Ipy 3TOM 10JIKHO OCYILIECTBISATHCS
aBTOMATHUYECKOE OIOBEIIEHHE aJMHUHUCTPATOPa MOYTOBOIO CEPBEPA, OTIPABUTEINS COOOIICHUS U
ajapecara.

7.12. Ha Bcex pabouyux CTaHIMAX U CepBepax HEOOXOIMMO OpraHM30BaTh PETYISIPHOE OOHOBIIEHUE
AHTUBUPYCHBIX 0a3.

7.13. ADIMUHUCTPATOPHI CHUCTEM JIOJKHBI MPOBOJUTH PETYISPHbIE MPOBEPKH MPOTOKOJIOB PabOTHI
AQHTUBUPYCHBIX MPOTPaMM C LEJbIO BBIBIECHUS MOJb30BaTeNlel M KaHAJOB, uYepe3 KOTOpbIe
pacpoCTpPaHAIOTCS BUPYCHI.

7.14. Tlpu oOHapyXeHHH 3apaXKEHHBIX BHpPYCOM (ailIoB aJIMUHHCTPATOP CHUCTEMBI JOJIKEH
BBITIOJIHUTD CIIEAYIOIINE IEUCTBUS:

- OTKJIFOYUTH OT KOMIIBIOTEPHOMN ceTH paboune CTaHLWH, MPEACTABISAIONINE BUPYCHYIO OMACHOCTD,
JI0 TIOJTHOTO BBISICHEHUS KaHAJIOB MPOHUKHOBEHUSI BUPYCOB U MX YHUUTOKEHUS;

- HEMEJUIEHHO cOooOUUTh O (hakTe OOHApY)KEHUS BUPYCOB HEMOCPEICTBEHHOMY HAYaJbHUKY C
YKa3aHUeM TMPEINONIOKUTEIHPHOTO0 UCTOYHHMKA (OTHpaBUTENs, BIAAENblla W T. J.) 3apaKeHHOTO
daiina, Tuma 3apaxxeHHOTO (aia, xapakTepa coaepkameiics B (aitie napopManum, TUIA BUPYCca
Y BBITIOJTHEHHBIX aHTUBUPYCHBIX MEPOTIPUATHUH.



8. AHaIM3 HHIIUIECHTOB

8.1. Eciiu anMuHUCTpaTop cucTeMbl, 00padaThiBatoleil nHPOpMALKIO, TTOA03PEBAET WU MOIYYHII
coo00IlleHHe O TOM, YTO €ro cHcTeMa IOJBEPraeTcsl aTake Win yxe Obula CKOMIPOMETHUPOBaHA, TO
OH JIOJDKEH YCTAaHOBUTb:

- (hakT monbITKK HecaHKIMOHUpOoBaHHOTO Aoctyna (HC/);

- npoaomkaercs siu HCJl B HacTosIIMIT MOMEHT;

- KTO siBiIgeTcsa ucrounnkom HCJI;

- uto sBisieTcsa oobekToM HC/I;

- Korza npoucxoauia nonsitka HC/I;

- KaK ¥ MpHU Kakux o0cToATeabCcTBaxX Oblia npeanpunsara nomsitka HC/I;

- TOUYKY BXO/JIa HAPYLIUTENS B CUCTEMY;

- 6buta i monbiTka HCJ yenenHoi;

- OIPEIEIIUTh CUCTEMHBIE PECYpPChI, 0€30MACHOCTh KOTOPHIX ObLIIa HAPYIIIEHA;

- kakoBa MoTuBanus nonbITku HC/I.

8.2. Ins BesiBnenus nonsitku HCJl HeoOxoaumo:

- YCTaHOBUTH, KaKHe IMOJIb30BaTeNId B HACTOALIEE BpeMs pabOTalOT B CUCTEME, Ha KakuX pabouux
CTaHIIUAX;

- BBISIBUTH MOJIO3PUTEIHHYIO0 aKTUBHOCTh MOJIb30BaTEIICH;

- IPOBEPUTH, YTO BCE MOJIb30BATEIM BOILINA B CUCTEMY CO CBOMX PaOOYMX MECT, U HUKTO U3 HUX HE
paboTaet B cucteMe HEOOBIYHO J0JIT0;

- MPOBEPUTh, YTO HUKTO M3 IOJH30BATEICH HE BBIMOJIHACT MOJO3PUTEIBHBIX MPOTpaMM U
porpaMM, He OTHOCALIUXCS K €r0 00JIaCTH JIeATEIbHOCTH.

8.3. Ilpu aHanm3e CHUCTEMHBIX >KYPHAJIOB aJIMUHHCTPATOPY HEOOXOIUMO MPOU3BECTU CIICTYIOIINE
NEeNCTBUL:

- MPOBEPUTH HAIMYUE TMOJO3PUTENIBHBIX 3aMHMCEH CHUCTEMHBIX >KYPHAJIOB, CHEJIAHHBIX B IEPHO]
npenmnonaraemoit nmoneiTk HCJI, BKiIrO4Yast BXOJ B CUCTEMY MOJIb30BaTENICH, KOTOPHIE TOIKHBI ObI
OBUTM OTCYTCTBOBATh B O3TOT MEPHOJ BPEMEHH, BXOJbl B CHUCTEMY M3 HEOXHUIAHHBIX MECT, B
HEOOBIUHOE BpeMs U Ha KOPOTKHI MepHo]i BPEMEHU;

- POBEPUTH, HE YHUUYTOKEH JIU CUCTEMHBIH KypHAJI U HET JIM B HEM MIPOOEIIOB;

- IPOCMOTPETh CHUCKH KOMAaHJ, BBINOJHEHHBIX MOJb30BATENIIMH B paccMaTPUBAEMBbI NEPHOJ
BpPEMEHU;

- TpOBEpUTh HAIMYUE HCXOMAAIIUX COOOIIEHWH SJIEKTPOHHOW TMOYTHI, aJPEeCOBAHHBIX
MOI03PUTETHEHBIM XOCTaM;

- IPOBEPUTH HAIMYKE MECT B JKypHajaX, KOTOPbIE BBITJISASIT HEOOBIYHO;

- BBISIBUTH  TIONBITKM  TIOJYYUTh  TIOJIHOMOYHUS  CYNEPIOJb30BaTEeNsl  WJIM  JIPYroro
MPUBUIIETUPOBAHHOIO MOJIb30BATES;

- BBISIBUTH HAJIMYME HEYJQUHBIX TOIBITOK BX0/1a B CUCTEMY.

8.4. B xone aHanmuza KypHaJIOB aKTUBHOTO CETEBOr0 00OpyAOBaHHUs (MOCTOB, MEpeKIroYaTese,
MapIIpPYyTU3aTOPOB, ILTF030B) HEOOXOAUMO:

- MPOBEPUTh HAJIMYUE TMOJO3PUTENBHBIX 3aMUCENH CUCTEMHBIX YpPHAJIOB, CIAEIaHHBIX B MEPHUOJ
npeanonaraemoit nmonbitku HCJL;

- IPOBEPUTH, HE YHUUTOKEH JIU CUCTEMHBIN )KypHAJ M HET JIU B HEM MPOOEIIOB;

- MPOBEPUTH HATMYKE MECT B KypHaJaX, KOTOPBIC BHITJISIISIT HEOOBIUHO;

- BBISIBUTH TIOTIBITKY U3MEHEHUS TaOIUI] MapIIPyTU3AINH U aAPECHBIX TaOIHII;

- TPOBEPUTHh KOH(PUTYpAIIMIO CETEBBIX YCTPOWCTB C IMEIBIO OMpEIEICHUS BO3MOXKHOCTH
HAXO0XJICHUS B CUCTEME MPOTPaMMBbl, IPOCMATPUBAIOIIEH BECh CETEBON TpaduK.

8.5. Jlns oOHapyXeHHs B CHCTEME CJEI0B, OCTABJICHHBIX 3JI0YMBIIIEHHUKOM, B BHJE (Daiios,
BUPYCOB, TPOSTHCKUX MPOTPAMM, U3MEHEHUSI CUCTEMHON KOH(PUTYpallud HEOOXOTUMO:

- COCTaBUTH 0A30BYIO0 CXEMY TOT'0, KAaK OOBIYHO BBITJISIIUT CUCTEMA,;

- TPOBECTH TMOWCK IMOJO3PUTENBHBIX (ailioB, CKphIThIe (ailinpl, nMeHa (aiiloB U KaTajaoros,
KOTOPBI€ OOBIYHO HCIIONB3YIOTCS 3JI0YMBIIIIICHHUKAMH;
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- TNPOBEPUTH  COJICPKUMOE  CHCTEMHBIX  (aloB, KOTOpPhIE  OOBIYHO  HM3MEHSIOTCS
3JI0YMBILJIEHHUKAMH;

- IPOBEPUTH LETOCTHOCTh CUCTEMHBIX MPOTrpaMM;

- IPOBEPUTH CHUCTEMY ayTCHTH(PHUKAIIUU 1 aBTOPHU3AIIHH.

8.6. B cimyuae 3apakeHHs] 3HAYMTEIBHOTO KOJWYECTBA PabOYMX CTAHIMKA IOCJIE YCTPAHCHHS €Tro
MOCJIEACTBUI IPOBOJAUTCS CUCTEMHBIN ay/IHT.

9. Oco0enHocTH o0ecnevyeHrsi MH(POPMANUMOHHON 0€30MACHOCTH MEPCOHAJIBHBIX TAHHBIX

9.1. BMAVY/JO «JT» BbiensrOTCA CAEAYIONINE KATETOPUHU EPCOHATbHBIX JAHHbBIX:

- CIICLIMAJIbHBIC KATETOPUU MEPCOHAIBHBIX JTAHHBIX;

- OMoMeTpHYecKHe MePCOHANbHbIE TaHHBIE;

- 0011eI0CTYITHBIC WK 003 TMYCHHBIE TEPCOHATIbHBIC JaHHBIC,

- TepCcOHaJbHbIE JaHHbIE, KOTOpPbIE HE MOTYT OBITb OTHECEHbl K CIELUaIbHBIM KaTEropusaM
MEPCOHAIBHBIX JaHHBIX, K OMOMETPUYECKUM TEPCOHATBHBIM JTaHHBIM, K OOIIETOCTYITHBIM HIIH
00€3JTMYeHHBIM MePCOHABHBIM JaHHBIM.

9.2. K cyObekTaM nepcoHanbHbIX JaHHBIX OTHOCSATCS: paOOTHUKHU YUPEKIEHUs, 00ydaroImuecs, ux
poauTenu (3aKOHHBIE TPEICTABUTEINH ).

9.3. Bce mepcoHanbHBIE CBEICHUS O CyOBeKTe MepcoHANbHBIX MaHHBIX MAYJIO «JAT» moxer
MOJIYYUTh TOJIBKO OT HETO Camoro.

9.4. MAYJIO «IIAT» 00s13aH0 cCOOOMUTH CYOBEKTY MEPCOHAIBHBIX JAHHBIX O IEJSAX, CIIOCo0ax u
MCTOYHMKAX IMOJIYYEHHS] NEPCOHANBHBIX JAAHHBIX, @ TAK)KE O XapaKTepe MOJJIeKAIUX MMOTYyYEHUIO
MEPCOHAJIBHBIX JIAHHBIX M BO3MOXKHBIX IIOCJIEACTBUSIX OTKaza Pa0oTHUKA [aTh MHCHbMEHHOE
Corjiacue Ha uX IOJy4YEHUE.

9.5. IlepconaiibHble JaHHBbIE CYOBEKTa MEPCOHAIBHBIX JAHHBIX SBISIFOTCS KOH(UIEHIMAIBHOM
uH(popMalmelt 1 He MOTYT ObITh ucnoiab30BaHbl MAVY/IO «IT» unu nr00bIM HHBIM JIMIIOM B
JTUYHBIX TEIX.

9.6. Ilpu ompenenennn oObeMa U COAEpKaHMS NepcoOHAIbHBIX AaHHbBIX MAVY]JIO «AT»
pykoBoacTByercs HacToamuM Koncturyiueii PO, unpiMu penepanbHpIMU 3aKOHAMHU.

9.7. IlepcoHanbHble JaHHBIE XPAHATCA B METAJUIMYECKOM Inkady B OyMakKHOM BHIE, B
MH(OPMaLIMOHHBIX PECYpPCOB HH(OpMaLIMOHHO-00pazoBaTenbHOM cpefbl, bl «1-C» B anekTpoHHOM
BU/JIE .

9.8. TlpaBo nmocTyna K MEpCOHaJIbHBIM JaHHBIM HMEIOT: JUPEKTOp, 3aMECTUTEIb AMPEKTOpaA,
JUPEKTOP TexHomapka, 3apenyromuid MOLL, 3aBenyronuii OTAEIOM, CUCTEMHBIM aAMUHUCTPATOP,
CHEIHAJIUCT 0 NEPCOHAITY, FOPUCKOHCYJIIBT, 1E€IONPOU3BOIUTEND.

9.9. MAVYJIO «IAT» 06s13aH0 mMpuHUMATh MEpBI, HEOOXOUMbIE U IOCTATOUYHbIE TSl O0eCTIeUeHuUs
BBITIOJIHEHHS 00S3aHHOCTEH IO 3aIMTE IEPCOHATBHBIX JTAHHBIX, MPETyCMOTpeHHBIX DenepabHbIM
3aKOHOM M MPUHSTHIMUA B COOTBETCTBUU C HUM HOPMATHUBHBIMH IPABOBBIMH AKTaMHU.

MAVYJO «JAT» caMOCTOSITENbHO OIpEAeNseT COCTaB W IepedYeHb Mep, HEOOXOAUMBIX H
JIOCTATOYHBIX JJIsi OOECHeueHHUsl BBIMOTHEHHUs 00S3aHHOCTEH MO 3aIuTe MEPCOHATBHBIX JaHHBIX,
peaycMOTpeHHBIX DeiepanbHbIM 3aKOHOM U MPUHSTHIMUA B COOTBETCTBUU C HUM HOPMATHBHBIMU
MpaBOBbIMH akTaMu. K TakuM Mepam MOTyT, B YaCTHOCTH, OTHOCUTHCSL:

1) Ha3HaYeHHE OTBETCTBEHHOI'O 32 OpraHU3aIi0 00pPa0OTKU MEPCOHATBHBIX TaHHBIX;

2) uzaHue JTOKYMEHTOB, ONPEACISIONUX €ro MOJUTUKY B OTHOIIEHUU 00paOOTKH MEePCOHATBHBIX
JTAHHBIX, JOKAJIBHBIX aKTOB MO BOIMPOCAM 0OpaOOTKM MEPCOHATBHBIX JAHHBIX, @ TAKKE JIOKAJTBHBIX
aKTOB, YCTAHABIIMBAIOUIUX MPOLEAYphl, HANpaBJICHHbIE HAa NPEIOTBPAIICHUE U BbISBICHUE
HapylmeHni 3akoHoaarenbcTBa Poccuiickonn ®enepanuu, yCTpaHEHHE TOCIEACTBUNA TaKUX
HapyILICHUH;

3) npuMeHEeHUe TPABOBBIX, OPraHN3AMOHHBIX U TEXHUYECKUX Mep MO 00ecTeueHn0 0e30MacHOCTH
MEPCOHAIIbHBIX JIaHHBIX;

4) oOCyIIecTBIEHHWE BHYTPEHHErO0 KOHTPOJs © (WIM) ayauTa COOTBETCTBUS 0O0pabOTKH
MEPCOHANIbHBIX AaHHBIX DeeparbHOMY 3aKOHY U NPUHITHIM B COOTBETCTBUU C HUM HOPMATHBHBIM


http://internet.garant.ru/document/redirect/10103000/0

MPABOBBIM aKTaM, TPeOOBAaHMUAM K 3alIUTE I[EPCOHATBHBIX JAHHBIX, MOJUTHUKE OIeparopa B
OTHOIICHUH 00pabOTKU NEPCOHABHBIX JAHHBIX, JIOKATLHBIM aKTaM OTepaTopa;

5) oneHka Bpeaa, KOTOPbIH MOXKET ObITh MPUUMHEH CyOBhEKTaM MEePCOHAJIbHBIX JaHHBIX B CIydae
HapyuieHusa PenepanbHOro 3aKOHA, COOTHOLLIEHUE YKa3aHHOI'O BPEIa U IPUHUMAEMBIX OIIEPATOPOM
Mep, HalpaBJIEHHbIX Ha oO0OecrnevyeHue BbIIOJHEHUS OO0A3aHHOCTEH, MNPEAyCMOTPEHHBIX
®enepanbHbIM 3aKOHOM;

6) o3HakoMJIeHHE PaOOTHHKOB, HEMOCPEACTBEHHO OCYLIECTBIIAIOMINX 0O0pabOTKY MepPCOHATbHBIX
JIaHHBIX, C ITOJIOKEHUAMHU 3aKOHOaTenbcTBa Poccuiickon denepanuu 0 NepCOHaIbHBIX JAHHBIX, B
TOM 4YucCle TPeOOBaHUSAMHM K 3alIUTE NEPCOHAIBHBIX MAHHBIX, JOKYMEHTaMH, OMNPEIeIOIIUMU
MOJIMTUKY OIlepaTopa B OTHOUIEHHH OOpaOOTKH NMEPCOHAIBHBIX JAaHHBIX, JIOKATbHBIMU aKTaMHU I10
BOIIPOCaM 00pabOTKH MEPCOHABHBIX JTAHHBIX, U (WJIKM) 00ydYeHUE yKa3aHHBIX paOOTHUKOB.

9.10. B ciry4yae BBISBJIICHHsI HEIIPAaBOMEPHOW 0OpaOOTKHU MEPCOHANIBHBIX JAHHBIX IPH 0OpaIieHun
cyobekTa nepcoHanbHBIX JaHHBIX MAVY/JIO «II/IT» ocymiectBisier 6J0KHpOBaHUE HEMPABOMEPHO
0o0pabaTbhIBaeMbIX MEPCOHATBHBIX JaHHBIX C MOMEHTA TAKOT0 00paIleHUs Ha epUo/I TPOBEPKHU.
9.11. B cnyuae BBISIBICHHS HETOYHBIX IE€PCOHAIBHBIX JAHHBIX MpH oOOpameHnn CcyObeKTa
nepcoHanbHBIX MaHHBIX MAVY]JIO «IJAT» ocymiecTBiser OJIOKMPOBaHHUE MEPCOHAIBHBIX JaHHBIX C
MOMEHTA TaKOTO OOpaIleHus Ha MEPHO MPOBEPKH, €CII OJIOKUPOBAHHE MEPCOHATBHBIX JAHHBIX HE
HapylIaeT IpaBa U 3aKOHHBIE HHTEPECHI CYObEKTa MEPCOHATBHBIX TAHHBIX WA TPETHUX JHUIL.

9.12. B cnydae moarBepKaeHus1 (pakTa HETOYHOCTH NepcoHaNbHbIX AaHHBIX MAVYJIO «IJAT» Ha
OCHOBAaHUU CBEJCHUMU, TMPEACTABICHHBIX CYOBEKTOM NEPCOHAIBHBIX MJAaHHBIX, WJIA HWHBIX
HEOOXOUMBIX JTOKYMEHTOB YTOUHSIET NEPCOHAIbHBIC JJAHHBIE B T€UEHHE CEMH pabouMx JIHEH co
JTHS TIPEJICTaBJICHUS TaKUX CBEJICHUIN M CHUMaET OJOKMPOBAHUE MEPCOHATBHBIX JTaHHBIX.

9.13. B cimyuyae BBISIBIICHUS] HEIIPAaBOMEPHOH 00pabOTKHM MEPCOHATBHBIX TaHHBIX, OCYIIECTBIISIEMOI
MAVYJO «IT» yupexiaeHue B CpPOK, HE MpEBBIMAIONUN Tpex pabouux IHEH C JaThl 3TOTrO
BBISIBIICHHSI, TPEKpAIaeT HEMPaBOMEPHYIO 00pabOTKY MEPCOHAIBHBIX TaHHBIX.

9.14. B cinyuae ecnu o0ecneuuTh MPaBOMEPHOCTh 00paOOTKH MEPCOHANBHBIX JAHHBIX HEBO3MOXKHO,
MAVJO «JAT» B cpok, HE MNPEBBIAIOMMNA JeCATU pabouux JHEH C JaThl BBISIBICHUS
HENPaBOMEPHON 00pabOTKM NEPCOHATBHBIX JAHHBIX, YHUUYTOXKAET TaKHe MePCOHATbHbBIC TaHHBIE.
9.15. O0 ycTpaHeHHH [OMYIIEHHBIX HAPYIICHWH WM 00 YHWYTOKEHHUU MEPCOHAIBHBIX JTaHHBIX
MAVY IO «IT» yBegomisieT cyObeKTa MepcoOHaIbHBIX TaHHBIX.

9.16. B ciywyae nocTmkeHHs TIeId OOpabOTKH TepcoHANbHBIX gaHHBIX MAVYIO «AT»
npekpaiaer o0paboTKy MEePCOHATIBHBIX JAHHBIX U YHMUYTOXAET MEePCOHANIbHBIE TaHHBIE B CPOK, HE
MPEBBIIAIOIINNA TPUALATH THEN C 1aThl JOCTHXKEHUS 11eu 00pabOTKU MEPCOHATBHBIX JaHHBIX.
9.17. B cayuyae oT3bIBa CYOBEKTOM IE€PCOHAJIBHBIX JAHHBIX COIVIACHsl Ha OOpabOTKy ero
nepcoHabHbIX JaHHBIX MAY IO «J/IT» mpexpamiaer ux o0paboTKy U B cay4ae, €CiIl COXpaHEHUe
NEepCOHANBHBIX JaHHBIX Oojee He TpeOyercs s Leneld oOpaOOTKM IMEPCOHAIBHBIX JaHHBIX,
YHUUYTOXKAET IE€pPCOHAIbHbIE [aHHbIE B CPOK, HE TPEBBINAOMIMNA TPUALATH JTHEH C JaThl
MOCTYIUIEHUS] YKa3aHHOT'O OT3bIBA.

9.18. B ciy4yae oTCyTCTBHSI BO3MOXKHOCTH YHUUYTOXKEHUS NIEPCOHAIBHBIX JIaHHBIX B TEYEHHUE CPOKa,
ykazaHHoro B nyHkTax 9.13-9.16 Hnacrosimedt I[lomutuxku, MAVJIO «UJAT» ocymecTBuser
OJIOKHpPOBAaHME TaKHX IEPCOHAIbHBIX JAHHBIX M OOECHEeUMBAET YHUUYTOXKEHHE IE€PCOHAIbHBIX
JAHHBIX B CPOK HE OoJiee yeM IIeCTh MECSIEB, €CIM WHOW CPOK He YCTaHOBIEH (hefepalbHbIMU
3aKOHAMHU.

9.20. JIluna, BUHOBHBIE B HApyIIEHUM HOPM, PETYIMPYIOLUIMX IMOJydyeHHe, oO0pabOTKy M 3aIlUTy
MEPCOHAIBHBIX JTaHHBIX, IPUBIIEKAIOTCS K JUCHMILIMHAPHON M MaTepuaibHONW OTBETCTBEHHOCTH B
MOpsIIKE, yCTaHOBJIEHHOM @DenepanbHBIMU 3aKOHAMM, a TaKXKE NPHUBJIEKAIOTCS K TpakIaHCKO-
MIPaBOBOM, AJAMHHHCTPAaTUBHOW M YrOJOBHOM OTBETCTBEHHOCTHM B TMOPSAKE, YCTAaHOBJIEHHOM
®denepalbHBIMU 3aKOHAMMU.

9.21. MopanbHbIil Bpea, NPUYNHEHHBINH CYOBEKTY MEPCOHAIbHBIX JTAHHBIX BCIEACTBHE HapYIICHUS
€ro mpas, HAPYIIEHUS MpaBuiI 00pabOTKH MEPCOHANBHBIX JTaHHBIX, YCTAHOBIEHHBIX DenepanbHbiM
3aKOHOM, a TaKXe TpeOOBaHMI K 3alllUTe MEePCOHANbHBIX JaHHBIX, YCTAHOBJIEHHBIX B COOTBETCTBUU
¢ @enepalbHbIM 3aKOHOM, IOJJIEKUT BO3MEUICHMIO B COOTBETCTBHMM C 3aKOHOJATEIBLCTBOM
Poccuiickoit ®deneparuu. Bo3MmeleHrne MOpPaJIbHOTO Bpela OCYHIECTBISIETCS HE3aBUCUMO OT
BO3MEILEHHS UMYIIIECTBEHHOTO BpeJla U MOHECEHHBIX CYObEKTOM MEePCOHAIBHBIX JJAHHBIX YOBITKOB.
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10. 3aka0unTeIbHbIC MOJIOKEHUA

10.1. Hacrosimas Ilonutuka nHOpMAIIMOHHON 0€30MacHOCTH BCTYMAeT B CHJIY C MOMEHTa €€

YTBEPIKICHHSL.
10.2. Tupexrop MAY IO AT obecrieunBaeT HEOTpaHUICHHBIN TOCTYI K HACTOSAIIEMY JOKYMEHTY.

10.3. Hacrosimas Ilonmutuka wHOpMamoHHOW O€30MaCHOCTH JTOBOAMTCS JO CBEACHHS BCEX
PabOTHUKOB EPCOHATBLHO MO POCIHCH.
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